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OPEN / OUTSTANDING AGREED ACTIONS

Pre 2021/22 Audits 5

July 2019 Cyber Security - Incident Management 44560 The Incident Management Policy, along with the Information Security Framework of policies, were last updated in 2017.  We appreciate delays in reviewing the framework policies have been exacerbated due to the Covid-19 pandemic.  The Incident Management Policy should be reviewed regularly to ensure it remains in aligned with both business and legal requirements, risk appetite and developments in the use of technology.   Therefore, the Incident Management Policy should be reviewed as soon as possible together and in alignment with the Information Security framework of policies.  The need for review is recognised by the ICT Audit and Compliance Manager and is also related to an agreed action to review the policy framework (reference 41924) made in the Cyber Security Audit, with a current target date of 31st March 2021.Outstanding Outstanding 2 10/11/2020 30/04/2021 31/05/2021 31/05/2022

July 2019 Cyber Security - Incident Management 44561 At the initial stages of the audit there were limited Incident Response Plans detailed in the Policy.   It is best practice to develop robust risk-based plans, that detail identified scenarios, such as a ransomware attack, which then detail the specific actions to be taken in response to those incidents.  Having plans in place will enable ICT to respond in a more efficient and organised way which will hopefully reduce the impact of such an event.  A significant incident will likely be a highly pressurised event therefore, plans should periodically be tested, in a similar manner to a Business Continuity Plan, to ensure they are relevant, efficient, work and roles are understood.  It also helps identify areas of improvement.   After recent discussion with the ICT Audit and Compliance Manager, a detailed plan which details scenarios and action plans is currently being developed and good progress has been made in this area.  The development the plans should align to the requirements of the Incident Management PolAgreed Agreed 3 10/11/2020 31/12/2021 31/01/2022 30/06/2022

July 2019 Cyber Security - Incident Management 44562 The Cyber Security Engineer conducts incident management investigations and responses based on a flow chart detailed in the Policy.  Whilst this provides a high-level process there are currently no detailed documented procedures in place to be followed.  The Cyber Security Engineer is primarily responsible for the day-day analysis, investigation, and initial response to events.  During periods of expected, or unexpected absence and should a colleague need to step in, there is a risk should procedures are not  followed,  events could be incorrectly interpreted or missed altogether, leading to a delayed response and greater impact.    The Security Engineer advised us he is currently mentoring a colleague to assist with incident investigation and continues to knowledge share within ICT. It was stated that the ICT Infrastructure Manager and Chief Technical Officer also have the required tooling access and skills to be able to determine and investigate events during periods of absence and incident review.   DetailAgreed Agreed 2 10/11/2020 31/12/2021 31/01/2022 30/06/2022

October 2019 Revenues and Benefits (CBC) 42640 Periodic reviews of properties where mandatory discounts/exemptions have been applied should be evidenced and a note put on the account within Civica OpenRevenues.Ongoing Ongoing 3 12/11/2019 31/03/2020 31/12/2020 31/12/2022

July 2020 Planning Enforcement 44647 The Built Environment Local Enforcement Plan (Planning) and associated protocols will be reviewed and updated to ensure guidance is current and accurate.  An audit table will be included to record the drafting and approval process for transparency purposes. The Local Enforcement Plan will be uploaded to the CBC website and intranet as a PDF document so any webpages and email addresses can be easily accessed.Agreed Agreed 3 13/10/2020 31/08/2021 30/06/2023

2021/22 Audits 12

October 2021 Main Accounting and Accounts 

Receivable (CDC, FoDDC, WODC)

47056 Agreed Agreed 2 04/05/2022 31/07/2022 30/09/2022 31/10/2022

October 2021 Main Accounting and Accounts 

Receivable (CDC, FoDDC, WODC)

47096 We will ensure debt management, recovery and write off guidance is available to all budget managers.Agreed Agreed 2 17/05/2022 30/09/2022 31/10/2022

November 2021 ICT - Control of Accounts with 

Administrative Privileges

46851 Accountability The Privileged Account Management Tool provides the functionality to enforce a requirement to enter a reason for accessing an account password.  This functionality exists to improve controls around accountability.  However, this is currently only used in limited circumstances on highly critical accounts.  Whilst we recognise this adds an extra step in the process and may not be practical in all circumstances, it is good practice to use this functionality.  It will help to ensure, by way of deterrence, privileged account passwords are only viewed for valid reasons, such as entering a support ticket reference.  Periodic compliance checks to verify appropriate usage is also recommended.   Furthermore, functionality exists that enforces the need to approve account access requests but is not used. This may be seen as an overhead for the small team; however, its use would ensure accounts are accessed only when required and could be implemented for more privileged service accounts.  Action Management Agreed Agreed 3 03/03/2022 30/11/2022 31/12/2022

November 2021 ICT - Control of Accounts with 

Administrative Privileges

47032 Local Workstation Administrative Rights Providing administrative rights to end-users’ profiles on their local workstations, sometimes helps to ‘fix’ support issues. This practice introduces risk into the environment by providing unauthorised users localised privileged access which has the potential to be misused.  In todays’ security conscious world these practices are less common and there is no evidence to suggest this is done, however, a periodic compliance check to identify and remediate any detected instances has never been performed. To gain assurance there are no occurrences, consideration to performing an estate wide check is advised.  Action Management will consider investigating methods to detect potential occurrences where this may have happened so that they can be remediated.Agreed Agreed 3 11/04/2022 30/11/2022 31/12/2022

November 2021 ICT - Control of Accounts with 

Administrative Privileges

47089 Last Logged on user  The virtual desktop image currently shows the last logged on user which is often an ICT Admin account.   Whilst any risk is low, it is best practice to hide the last logged on user to enhance security.  We suggest this is considered when the virtual image is next updated.  Action Management will consider hiding the last logged on user when the virtual desktop image is next updated.Agreed Agreed 3 13/05/2022 30/11/2022 31/12/2022

September 2021 ICT - Vulnerability Management 47107 Device Security Status Checks Workstations, servers and infrastructure devices are built with a hardened configuration along with installed tooling, such as anti-malware and vulnerability scanning agents to help prevent, detect and protect from malicious attacks and events. It is possible that either build issues, software faults or conflicting applications or updates in production could force a configuration change or interfere with the normal running of these agents. It is advisable that periodic checks of all devices are performed to certify that they align with the expected asset inventory and that any issues surrounding the secure build configuration, agent installation and performance are detected and corrected.  Action Management will; Consider the most efficient method of executing compliance checks, and; Introduce a regular process of completion as part of an Information Security Management System (ISMS). Create and store evidence in a centralised Audit and Compliance document repository.Agreed Agreed 2 18/05/2022 31/12/2022 31/01/2023

July 2021 Procurement Cards (CBC) 47127 1. The CBC Corporate Charge Card Policy and Guidance will be reviewed and updated. 2. Cardholder agreements will be reviewed and updated to ensure they are current.  Future changes will be updated accordingly. 3. Card usage will be reviewed to confirm if a valid business use for a card existsAgreed Agreed 3 24/05/2022 30/09/2022

July 2021 Procurement Cards (CBC) 47129 1. All cardholders will be reminded of the following key control requirements: • Official VAT receipts/invoices must be obtained whenever possible  • Use of Sales order confirmation to be used only as a last resort • Consideration given to using the purchase order system where possible  2. Card access and control will be reviewed to ensure compliance with agreed policies.Agreed Agreed 2 24/05/2022 30/09/2022

September 2021 Emergency Planning (CBC) 46171

We will liaise with the Counter Fraud Unit and ensure the Social Media Policy and guidance for WhatsApp use is provided to all emergency response officers. This guidance will ensure officers share information relating to emergency incidents securely, and chats are removed from personal devices when necessary

Ongoing Ongoing 2 27/10/2021 31/01/2022 28/02/2022 30/06/2022

January 2022 H & S Fire Risk Assessments (CBC) 46438 We will investigate options for a system to manage FRA’s to ensure; The FRA work schedule can be reviewed and updated regularly so it is accurate, current, and actions are SMART.  The progress of all recommended actions can be tracked to completion.  The FRA Schedule is updated after each FRA is completed. Senior management have oversight of FRA’s and remedial actions.Agreed Agreed 2 06/12/2021 31/03/2022 30/04/2022 31/07/2022

January 2022 Monitoring the Performance of 

Strategic Commissioned Services

46745 As agreed by the SWAP Board, the Section 151 Officer will ensure that receive they receive SWAP Board papers with the exception of those deemed 'confidential.Agreed Agreed 2 16/02/2022 30/06/2022 31/07/2022

January 2022 Monitoring the Performance of 

Strategic Commissioned Services

46754 Strategic Commissioned Service risk not identified in risk register (CBC)Agreed Agreed 2 17/02/2022 30/06/2022 31/07/2022
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COMPLETED / CLOSED AGREED ACTIONS 

Pre 2021/22 Audits - Agreed Actions Completed 2

July 2019 Cyber Security - Incident Management 44563 Internal vulnerability scanning is completed using the ‘Tenable’ vulnerability scanner, weekly, across all servers and a sample of workstations.  The Cyber Security Analyst is responsible for assessment and categorisation of any vulnerabilities detected.  Important vulnerabilities are assessed and prioritised, and actions taken on higher risk issues are managed through the Helpdesk ticketing system ensuring the actions are tracked and documented.  Whilst some information is shown in the application’s portal, it is unclear how recurring and lower priority vulnerabilities are tracked and documented if not immediately actioned, or where remedial action is not possible.  As part of the annual PSN submission, an external company also completes an external and internal penetration test.  The Security Analyst and ICT Audit and Compliance Manager document a remediation action plan (RAP) as part of the PSN submission.  This includes a detailed and comprehensive tracking spreadsheet which includes identified issues, reAgreed Closed - 

Recommendation 

Complete

3 10/11/2020 31/12/2021 31/01/2022 30/06/2022 11/07/2022

October 2020 ICT Audit Deployment of Anti-

Malware Devices

45452 The ICT Cyber Security Engineer is responsible for the monitoring and maintenance of the Cisco AMP solution deployed across the estate.    We reviewed and compared the status of Cisco AMP registered devices against Active Directory (AD) and Microsoft System Centre Configuration Manager (SCCM) inventories.  There is no automated link between these sources, and we noted there were a small number of discrepancies between them.  Whilst there are valid reasons for some of these, we were advised by the Cyber Security Engineer that all discrepancies were being worked on and would be remediated as part of the impending Cisco AMP update.  However, there is no formal process to perform a regular compliance check of active devices across the estate to review and ensure complete anti-malware coverage.  Independent and periodic compliance checks are important to ensure any gaps in coverage are identified, reviewed for validity and issues remediated as it is understandable that daily work pressures, tasks such as these canOngoing Complete 3 17/05/2021 31/10/2021 30/11/2021 30/04/2022 11/07/2022

2021/22 Audits - Agreed Action Completed 8

April 2019 Asset Management (CBC) 44678 Work with finance to implement a process whereby income recorded in Uniform is reconciled with the Business World system in accordance with the financial rules.Ongoing Complete 2 11/12/2020 30/06/2021 31/07/2021 31/03/2022 18/05/2022

July 2020 Systems Administration 45115 Our review has highlighted areas where previous recommendations made in the 2018/19 Systems Admin Audit, to improve the security of critical systems have not been implemented or have been unsuccessful.  These include;  3rd party supplier Business World user accounts are found to be active long after they are needed.  During the 18/19 Systems Admin audit a recommendation was made to ensure that all 3rd party user accounts are disabled as soon as they are no longer required as 3rd party vendors, with access to council systems present additional risk to council’s systems and data.  By their nature, 3rd Party vendor user accounts have privileged system-level access.  The review highlighted that the following 3rd-Party supplier user accounts are not disabled when access is no longer needed for the corresponding support ticket.  For example;  (please note the usernames have been masked for security purposes).  A. User G7*1.  The account was last logged on 23 March 2020.  The password expired in June 2020.  It was dClosed - 

Recommendation 

Complete

Closed - 

Recommendation 

Complete

2 04/03/2021 31/01/2022 31/01/2022 30/06/2022 17/05/2022

July 2020 Systems Administration 45236 As already highlighted, privileged user accounts, by their nature, enhance the risk and impact to business systems and data should they be compromised.  Business World utilises a generic system-level user account to perform background system processes.  It is an account that can also be used for interactive logon to the application and has a ‘non-expiring’ password.  It is not known whether it has a complex password and we have also previously been advised by the ICT Audit and Compliance Manager that Business World lacks the functionality to enforce strong passwords.  The Business Partner System Support & Maintenance for Business World advised us that he is not aware of anyone that knows the password, or that if the password is stored within Publica ICT's Password Manager.    The password was last changed in October 2017, although access logs show the account was last used for interactive log-on in January 2020.  It is not possible to determine who used it.  This is a significant time gap for a complex passwoComplete Complete 2 25/03/2021 31/01/2022 31/01/2022 30/06/2022 12/04/2022

October 2020 Revenues and Benefits (CBC) 44743 The review of system access and permissions for the Revenues and Benefits (Civica) system, identified user accounts of employees that had left CBC employment, but remained live in the system.  The accounts were for 2 ex-employees who worked outside of the CBC Revenues and Benefits Service area, primarily in the Customer Services team, and had minimal permissions.  Password expiry information showed that the accounts had not been used since those employees had left employment.  Details of these accounts have been passed to the Revenues and Benefits service and prompt action was taken to review and disable the accounts.  As Civica systems administration is de-centralised and managed within the service area itself, there is currently no organisational leavers process which advises the service areas systems administrators of leavers from across the wider organisation.  Furthermore, the Civica system does not provide the functionality to automatically disable user accounts after a set period of inactivity.    We aOngoing Complete 3 14/12/2020 31/01/2022 28/02/2022 30/04/2022 13/07/2022

January 2021 ICT Audit Data Recovery Capabilities 45747 A DR Test Schedule informed by Critical Function Analysis will be created to ensure the recovery of key systems can be tested regularly.     The Schedule will include the following:  Paper Tests: Documentation Review Walk Through Tests: Step by step checks of the entire DR Plan Simulation Tests: Based on cyber incident scenarios Parallel Tests: Selected fail-over recovery systems tested while primary systems continue to run on full workload.  This will be reviewed regularly, annually as a minimum, to enable any new testing requirements to be added.  The schedule will remain subject to change to enable flexibility in response to any new cyber-threats identified.Complete Complete 3 22/07/2021 31/12/2021 31/01/2022 08/06/2022

July 2021 Procurement Cards (CBC) 47154 We will ensure transparency date is published in a timely manner.Ongoing Complete 3 06/06/2022 30/09/2022 31/12/2022 23/06/2022

September 2021 Emergency Planning (CBC) 46173 We will;   • Ensure all officers undertake training every 3 years as per the ERP. • Introduce a cycle of awareness sessions for Members.Ongoing Closed due to 

Time Limits

2 27/10/2021 31/03/2022 30/04/2022 30/06/2022 26/07/2022

September 2021 Emergency Planning (CBC) 46219 We will liaise with ELT to ensure Emergency Planning roles and on-call roles are adequately resourced.Ongoing Closed due to 

Time Limits

1 02/11/2021 31/01/2022 28/02/2022 30/06/2022 26/07/2022

January 2022 Monitoring the Performance of 

Strategic Commissioned Services

46708 The Section 151 Officer should clarify whether responsibility for Risk Management rests with the Over and Scrutiny Committee or the Audit, Compliance and Governance Committee (which currently has Risk Management in its remit) and then ensure that regular Risk Management updates are presented.Agreed Closed - 

Recommendation 

Complete

2 14/02/2022 30/06/2022 31/07/2022 07/09/2022

#Unrestricted


